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SETTING UP A 
SECURITY OPERATIONS 
CENTER (SOC) / CYBER 
DEFENCE CENTER (CDC)

Ernesto Hartmann, Chief Cyber Defence Officer, InfoGuard AG
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The goal of a SOC/CDC is to identify 
attack chains and stop them with an 

adequate response before any 
damage is occurs.

É InfoGuard ƅ INFOGUARD.CH ƅ2

Some basic before we start with the project setup
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What are attack chains?

Anatomy of ransomware attacks
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Any interactions with the Internet are risky and must be 

used with caution!
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CUSTOMER ONBOARDING


